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This dissertation 1s an implementation doctorate, i.e. it combines elements of a scientific
research and a feasibility study, where the outcome of the research work may be implemented
in corporate setting.

In this dissertation, the areas of scientific research and design of a solution intended
for implementation in practice are issues related to fraud exposure and fraud risk management.
The reason for such scientific focus is the observation that practically any enterprise can be
exposed to fraud, regardless of its size, industry it represents and economic conditions. The
author's desire while working on this dissertation was to contribute to the strengthening of
corporate fraud resilience by designing a solution aimed at prevention and reduction of
exposure to this fundamentally reprehensible phenomenon that commonly threatens the
security of business operations.

The answer to this desire was the idea of creating a comprehensive tool for fraud risk
management.

Due to the fact that the concept of building a fraud risk management system is an author's
idea, which had no prototype in terms of design intent, its materialization in the form of a project
involved the need for prior studies and scientific research, analysis and findings, through which
it became possible to objectify practical design criteria. Thus, with the construction-

implementation idea of the above idea in mind, objectives were set before the work in a dual



way, i.e. simultaneously in the scientific stream (research, cognitive) and the implementation

stream (design and implementation).

The cognitive research objectives had been defined as follows:
Research Goal 1. — identification and classification of risk factors related
to both pressure, rationalization and opportunity
to commit fraud

Research Goal 2. systematization of the causes of employee fraud

(such as such as greed, satisfaction of individual needs,
lack of awareness of consequences, lack of control
system, unspecified responsibilities, poor protection,
etc.)

Research Goal 3.

to identify risk factors which could reduce the

possibility committing of fraud

I

Research Goal 4. to develop a catalog of measures to detect and reduce

suspicious activities.

Implementation goals (for designing and implementation) are associated with the idea
of creating a Fraud Risk Management System (FRMS) including three modules. They had been
formulated as follows:

Implementation Goal 1. — to develop the concept of an algorithm for diagnosing and
assessing the risk of economic organizations' exposure
to economic fraud (creation and development of the
Scoring Model for assessing the risk of enterprises’
exposure to fraud - M1-MSRENG),

Implementation Goal 2. — to develop the concept of an algorithm for typing
(prediction) areas of increased risk, among others, based
on mapping and analysis of business processes (creation
and development of a tool called Risk Barometer -
M2-BR),

Implementation Goal3. — to develop the concept of “Fraud Manager”, i.e.,
an algorithm for responding (reacting) to risk (Fraud Risk
Response Module - M3-FM),



Implementation Goal 4. — preparation of implementation documentation as a kind
of manual for the introduction of the FRMS in a business

organization.

In practice, each of the above objectives is supported by research questions, as well as
design and implementation questions, which - specified in the relevant parts of the work - make
it possible to seek and present answers in a methodical manner, using an adequate -
and specified in the relevant parts of the work - array of research instruments and design and
development techniques.

The concept of the work has been developed in the manner that enables to present
simultaneously scientific findings and design and implementation proposals. A synthetic
characterization of the content of its individual - five - parts is presented below.

The dissertation begins with a presentation of the essence of fraud risk in business
enterprises. The author (in the first chapter) attempted to present the issues of fraud and fraud
risk management, the problem of fraud on a micro and macroeconomic scale, as well as the
way and how to identify and measure fraud. This part of the work presents an analysis of the
problem and the scale of fraud including the typical and commonly used ways of detecting
fraud. D. Cressey's “fraud triangle” theory, its elements and further development by other
authors at the turn of the 20th and 21st centuries are also discussed in this chapter of the
dissertation. The chapter includes an overview of characteristics of risk management systems
(with an analysis of the components) used to date in business enterprises. The analysis of risk
management systems helped to verify, whether and to what extent the risk management process
itself addresses the problem of fraud. In this chapter, the author defined assumptions and criteria
(financial, non-financial, quantitative and qualitative) relating to measuring
the effectiveness of the fraud risk management system. Also presented here are the key elements
of the designed fraud risk management system (FRMS) based on an analysis of gaps
or weaknesses in the corporate governance system affecting the growth of potential fraud risk.
The presentation of the three-module concept of the FRMS was developed in the following
chapters of the dissertation.

The second chapter presents the development of assumptions important for the
construction of a Scoring Model for assessing the risk of enterprises’ exposure to fraud
(M1-MSRENG). There are presented, based on a literature review and market reports and
companies’ websites, the applications of scoring models, their construction and the industries

in which scoring models are most commonly used. On the basis of the review and analysis
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of fraud cases, including studies of court rulings, the categorization of explanatory variables
was carried out, which allows the extraction of variants of characteristics (attributes) used to
evaluate the business enterprises under study. In the designed algorithm, for each attribute
a significance level and a risk level were assigned, which allows to assign the examined units
to homogeneous risk groups based on the categorized variables. The created model makes it
possible to assess the vulnerability of a business enterprise to fraud, including the identification
of risks.

In order to build and evaluate the scoring model, the first implementation objective used
data obtained from business enterprises (surveys were conducted and financial data of selected
enterprises used).

The following section also presents techniques for wverifying the assumptions
of the scoring model design to analyze the possibility of implementing the model
in a variety of business environments (different enterprises). The possibility and necessity
(or lack of it) of further reconstruction or modification of the model was analyzed, due to
assumptions that its subsequent versions can be used on a scale beyond a single enterprise.
The chapter also presents the first stage of the implementation of the fraud management system,
using the constructed and developed M1-MSRENG module.

The third chapter covers the presentation of key assumptions for the construction and
development of the second module of the fraud risk management system, the M2-BR Risk
Barometer. The module is built from key “signaling components” and - in general - involves
assigning “red flags™ to areas of fraud risk which are increased or particularly high. In order to
achieve Research Goal 3 and to answer the research questions, a review of concepts and
methods for identifying areas of increase or high risk was conducted. This was done in scientific
and practical aspects.

In the chapter are presented the construction, techniques for verifying the assumptions
of the Risk Barometer project, and possibilities for reconstructing or modifying the module M2-
BR, because of assumption that M2-BR’s subsequent versions can assign red flags to risks with
better precision and reliability and could be used on a scale beyond a single enterprise.

There are in the chapter three described results of an implementation verification
of the Risk Barometer - tested in the same entities where M1-MSRENG was tested.

The fourth chapter refers to the Fraud Risk Response Module (M3-FM). It presents its
key functionality, the risk-reduction mechanisms proposed in this algorithm, which relate to
responding to fraud risk, reducing the likelihood of the risk occurring, and minimizing its

impact. As in previous chapters, this chapter also presents the results of literature studies and



key to obtaining reliable conclusions for the development of a model dedicated to the Polish
economy.

The Fraud Risk Management System presented in this dissertation - in the author's opinion
- has an original structure and is at the same time innovative since it presents
a comprehensive and internally synchronized (module-compatible) solution. In addition, it is
a project realization not previously available on the Polish market and at the same time adapted

to the conditions of the domestic market.




analysis of reports related to the described module (M3-FM), but strongly concerning fraud
prevention.

An important element in the construction and development of an algorithm for selecting
an appropriate risk response is the proposed catalog of preventive actions for each risk area.
The challenge was to find and describe mechanisms to evaluate the effectiveness and efficiency
of the proposed actions leading to risk mitigation. For each of the proposed methods of dealing
with the identified risks, an analysis of its benefit was presented, which provides an additional
attribute to support decision-making regarding the choice of a specific preventive action.

The Fraud Risk Response Module (Fraud Manager, M3-FM), in its assumption, allows
for ongoing monitoring of risks (identified in the M2-BR Risk Barometer) through the ability
to individually determine the frequency and intensity of individual preventive actions.
In the chapter also are presented: assumptions for this module that allow updating the status
of the identified areas and risk factors, the results of the assessment of whether the proposed
module has suitability of implementation or is only a theoretical model (the analysis
of implementation was carried out in the consistently the same entities, consistently on the basis
of the results of work from the M1-MSRENG module and then the M2-BR Risk Barometer),
the developed implementation plan for the selected preventive actions.

The last - fifth - chapter of the dissertation presents the main stages of implementation
of the Fraud Risk Management System (FRMS) in the enterprise, covering the entire process
of implementation the risk management system, i.e. from the collection of key information
about the business enterprise from the point of view of the possibility of fraud risk, through risk
identification and analysis, to planning and monitoring of preventive actions.

This chapter is a chapter dedicated to the implementation of the FRMS. It presents the
prerequisites that can be met for successful implementation of the Fraud Risk Management
System (FRMS). It consists of the five stages of FRMS implementation and presents its model
schedule, with proposed Gantt chart. In fifth chapter of the dissertation, there are presented the
author's complete implementation documentation of a System of Fraud Risk Management in
business enterprises, which is formed by the following attached to this dissertation as numerous
appendices: implementation manuals for each of the three modules, user manual of the
whistleblower system, courses published online, and other guidelines.

The comprehensive fraud risk management model proposed in this dissertation considers
the results of analyses of scientific achievements of fraud in enterprises and on models

of response to this risk. It considers especially the specifics of the Polish market, which was



