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Introduction

VPN is the abbreviation for Virtual Persona Network which alows you to connect your
computer physically located outside of SGH campus to SGH local area network
securely via an encrypted transmission channel. When you connect your computer to the VPN service
thereisalogica "transfer" to SGH loca computer network, as if the computer was physically in SGH.
VPN provides access to many services, which today can be used only and exclusively inside SGH.

Currently, according to information received from SGH Library, VPN system allows for remote
access to the following resources:

- ScienceDirect: http://www.sgh.waw.pl/ogolnouczel niane/biblioteka/bazy/ScienceDirect/
- SpringerLink: http://www.sgh.waw.pl/ogol nouczel niane/biblioteka/bazy/springerlink/

- Databasis:  http://www.sgh.waw.pl/ogol nouczel niane/biblioteka/bazy/
(applies only to those which in the "means of access" column are marked with orange colour)

- On-line magazines:
http://www.sgh.waw.pl/ogol nouczel niane/biblioteka/zbiory/coo-line/

- Magazines from A to Z:
http://www.sgh.waw.pl/ogol nouczel niane/bi bli oteka/ zbi ory/Czasopi sma%200d%20A %20d0%20Z/

- Nobel prize winners: http://www.sgh.waw.pl/ogol nouczel niane/biblioteka/nobel /

In addition to the systems indicated by the Library, VPN will enable work in the WorkFlowGen
system and with other systems based on remote desktop or terminal text, provided that it is allowed by
alicense or terms of agreement to use the software/ system.

According to the manufacturer's assurance VPN can be used with virtually any operating system like
Windows, Mac, Linux, and various mobile devices including iPhone, Windows Mobile, Symbian and
Android.

Detailed technical data for the implemented device can be found at:
http://www.j uniper.net/us/en/products-servi ces/security/sa-seri es/'sad500/
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Initial information.

In order to use the VPN service you need a persona computer with an installed operating system from
Windows, Linux or Mac OS family, and depending on the operating system, one of the browsers such
as Internet Explorer, Mozilla FireFox, Opera, Safari, Chrome. To use VPN, the computer must have
the Internet connection. It does not matter whether the connection to the Internet is through DSL
service, mobile network, cable TV network or in any other way. It does not aso matter whether the
computer is connected to the Internet directly or through arouter (of cable TV modem, DSL, etc.). The
computer from which you connect to the VPN service must be equipped with antivirus software with a
current base. Both the operating system and other software must be legal. Otherwise we risk that our
login datato the VPN system will be intercepted by unauthorized persons.

When using the VPN service you must be wary of using computers
for example, in Internet cafes and public places, which may cause doubts
as to whether the above-mentioned hardware is not equipped with software that intercepts sequences
of keystrokes or records data exchange between the PC and the network.

According to accepted rules you are not allowed to share your login details, user name
and password with another person. Login and password are to be used only by the owner of VPN
account and nobody €else.

First login

When you first login to the VPN service follow afew simple configuration steps, which will no longer
be necessary for subsequent connections. Configuration steps will need to be repeated in case of re-
installing the operating system and / or web browser or in the case of a connection to the VPN service
from another computer, from which this type of connection has not previously been made.

/2 Secure Access 551 VPN - Windows Internet [xplorer
s

2 : To connect to the VPN service, start the web
i RS “*| browser, and then in the address window type:
e o e wosn. o = Dttp//bramasgh.waw.pl. If connection to the

VPN server is successful, the browser window
will display a login panel, similar to the one
shown in the figure (Figure 1 - Login window).

Witamy

Secure Access SSL VPN

UWAGAT [WSZYSTKIE POLACTENIA 54 LOGOWANE]

Then in the "Login:" box you enter your user
Hasko o Sl ks i name, the same as used to login to the
e SGH_NET domain.

Logn: ||

In the "Password" box you enter the password
used to login to the domain.
= T AR |
Figure 1 — Login window The last step to complete before logging in is to
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http://brama.sgh.waw.pl/

choose the department in which the user has defined rights. All users of the VPN system are by default
assigned to a department called "domain Library".

==

@) Please wait... - Microsoft Internet Explorer,

3
7

Pli.  Edycja  Widok Ulubione  Marzedzia  Pomoc

@Wstecz - @ - \ﬂ @ h /_J Whyszukai ‘g'\'{ulubinne -‘3 <~ :__\; — '3

Adres |§| https: i fbrara.sgh.waw. pl/danafhome skarkerD, cgivcheck=ves V| Praejds  tarza F

@ Ta witryna moZe wymagad nastepujgcego formanku Activex: JuniperSetupClient,cab™ z Juniper Metworks, Inc.”, Kliknij tutaj, aby zainstalowac... »

Figure 2 — Message about the need to install an additional file

If the login is successful in the browser window on top of the page you will see a message about
the need to install the additional file "JuniperSetupClient.cab” (Figure 2 - Message about the need to
install an additional file). To fully benefit from the functionality of the VPN system, the additional file
should be installed by clicking on the link "Click here to insdl."
Internet Explorer - ostrzeZenie o zabezpieczeniach X
T —— In some cases, depending on the current settings of
Nz Jperseupciet your browser you may get a message as shown
Hydanca: Juniper Networks, Inc (Figure 3 - Consent to ingtall). If it happens, you
(%] wiscej cpci [ zdnetas | [ Ml || must confirm permission to install the additional
file.

potencjalnie szkodlivwy dla komputera, Instaluj wtacznie opragramowanie

Pliki pochodzace 2 Internetu mogg byé uiyteczne, ale ken byp pliku moze byd
pochodzace od zaufanych wydawcdw, Jakie jest zagroZenie?

Figure 3 — Consent to install the additional file

After i ngal I | ng the ajdit' Onal f| Ie ere Access S5L VPN - Home - Windows Internet Explorer

. ) =[] hups: fbrams.sgh.vaw gl < & [%|[x] &7 2]
the Wstem IS_ rewy _to Work' Pk Edycja Widok Uubione Narzedzia Pomoc x & -
The browser window will display | vweme |4 @ sueomme sy - &) robiers weces dodatic. -
a view gSmilar to the one |/@sswsaessia-tme . Biv B L1 @ v Stona Bespiscasfstwo - Newmdda~ @+
presented in the figure below
(Figure 4 - Panel after login).

@ ¢ © 1

Hore  Preferences  Help  Sign out

From this moment you are 10gged | jrscemess e srars scers s e petioroe. vou | (] L

. . £3.24.22.34 [@ strona 8GH

into the VPN service and you can py @ posztasa

fully use the resources whose | & parekcomputer @ springertink
! Akson E Bazy danych

links are available in the "Home"

[E czasopisma dostepne on-line
panel . [E czasopismaodadoz

L o e e s A s

[@ Laureaci nagrody Nobla

i g
Copyright @ 2001-2009 Juniper Networks, Inc, Juniper B‘w Net
All vights rezerved.

Gotowe & Lokalny intranet 43 - ®i0% -
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The VPN system provides access to indicated internal websites, access to remote PC desktop to work

{= Secure Access 551 VPN - Windows Internet Explorer.

@,E:/.v ] heeps EE

Pk~ Edvcja  widok Ulbione  [larzedzia  Pomog
w &

(€ Secure Access S5LYWPN

(x| [Ay |2

sgh.waw.pl

7 Ulubione ~ ] Bezptatna ushuga pacztowa ...

fi- 8

e) -

= g@ * Strona = Bezpieczefistwo +  Marzedzia - l@lv

in agraphica environment, access
to the terminal session enabling

»

Witamy

Secure Access SSL VPN

Invalid username or password. Please re-enter your user information.

Login: l:| UWAGA! [WSZYSTKIE POLACZENIA SA LOGOWANE]
Plzase sign in to begin your secure session, Prosze sie

Hasto: |:| zalogowad aby rozpoczad sesje.

Dziat: |domena Biblioteka v

remote working in the text mode.
Moreover, it is possible to access
the internal storage resources
identified by the administrator.
When logging into the VPN
system is not successful due to
mistakenly given username or
password, the browser screen will
display the following message
"Invalid username or password.

Please re-enter your user
information” (Figure 5 - message
about  incorrect login  or

Gokowe

@ 1nternet

da v Woaoow v

password.). This means that an

Figure 5 - message about incorrect login or password.

error occurred when typing, and
you must once again enter your

user name and password. While re-entering the password, make sure that the CAPS LOCK is off.

/= Secure Access 551 VPN - Windows Internet Explorer
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Witamy

Secure Access SSL VPN

You are not allowed to sign in. Please contack your administrator.

Login: l:l UWAGA! [WSZYSTKIE POLACZENIA SA LOGOWANE]
Please sign in to begin your secure session. Prosze sie

Hasto: l:l zalogowac aby rozpoczad sesje.

Dziat: | domena DEV Kariera +

Gotowe

& internet
Figure 6 - no permission to the department

¢a - Waoowm <

Another common error message
which you may encounter is lack of
access permission to a given
department.

If in the login panel the user name
and password is given correctly, but
the  department is  selected
mistakenly, the browser screen will
display the following message: "You
are not allowed to sign in. Please
contact your administrator" (Figure 6
- no access permission to the
department). In this case you must re-
enter your login and password to the

login panel and then select a correct
department. All users of the VPN

system are by default assigned to a department called "domain Library".
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Subsequent logging.

Another login to the VPN system with the same computer and same browser
in which the additional file "JuniperSetupClient.cab” has been installed, does not require re-
installation of the above-mentioned additional file. After entering login and password in the login
window and selecting the appropriate department in the browser, a panel appears with links to
available resources. However, it should be remembered, that in the case of developing a next newer
version of the VPN software by the manufacturer, it will be necessary to install an additional filein the
new version. In this case, repeat all asfor thefirst login.

Termination of work with VPN.

The VPN system is configured in such a way that in the absence of activity from the user it
disconnects the session itself and closes the
connection. However, the responsibility of each
user is to close the VPN connection after

)] ¥ Q)

Home Pretarences Help

Sign Out finishing work. In the VPN system panel there is
aspecia function called "Sign Out". (Figure 8 -).

Figure 6 — navigation buttons

{= Secure Access SSL VPN - Logout - Windows Internet Explorer
@.\g A ‘E, https://brama.sgh.vwaw pl V| q | 1| X ‘;ﬂ

Pll.  Edycja ‘Widok Ulubione  Narzedzia  Pomoc x % -

{\? Ulubione {.5 @ Sugerowane witryny = € | Pobierz wiecej dodatk... ~

ﬁv

After a correct logout of the VPN
system, the browser window will
display the following message:
"Your session has ended." (Figure7 -
end of session). At the bottom of the

(] =l @ T Strona - Bezpieczeristwo ~  Marzedzia - @- >

@ Secure Access SSLVPMN - Logout

browser window there is a link that g:znre Access SSL VPN
alows you to re-login into the VPN
Wstem Twoja sesja dobiegta korica. Your session has ended.

Kliknij tutaj aby rozpoczaé ponowng sesje. Click here to sign in again

| <

< |

Gotowe ‘:ﬁLukalny intranet dn v E100%

1w

Figure 7 — end of session
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. In the absence of activity from
(= Secure Access SSL YPN - Windows Internet Explorer = ] B]*] R
&) hige florana s 5z the user after some time the
7 Ulbione | 5% (,é_ - g‘Eazptatnaus%uqapncztnfwa... €] - %/Stem diSCOI’]neC'[S the VPN
-8 | = v Stona - Bezplecasfistwo - Marzedzia - @@ B i i

connection itself. In such a
situation the browser window
will  display the following

witamy message:
Secure Access SSL VPN "Sorry your session on this

Sorry, your session on this machine expired. To re-login, please enter your user information, otherwise mmhl ne h% expl rw TO re—l Ogl n,
for increased security please close your browser.
ogn: | UWAGA! [WSZYSTKIE POLACZENIA SA LOGOWANE] Please sign in please enter your user
to begin your secure session. Prosze sig zalogowac aby rozpoczad . . .
Mastor [ seme. information,  otherwise  for
Daiat: . .
increased security please close
L . .
your browser" (Figure 9 - expiry of

session).  According to the
message, unless you intend to
continue working with the
VPN system, you should close
the browser window or re-log in
@rnee - = - | If you want to continue to work
with the VPN.

Figure 8 — expiry of session

The main window of the VPN application.

In the main window of the VPN system after logging in there are four keys at the user's disposal:
"Home", "Preferences’, "Help", "Sign Out” (Figure 10— keys).

The first key "Home" opens a window with
shared resources, thisis a default view that the
user hasin his browser window after logging.

fr ¥ © | 1

Home | Preferences  Help | Sign Out

The key "Preferences' dlows the user to
configure selected components of the VPN Figure 9 —main keys
system interface such as the order of display of

information on the "Home" webpage.

The key "Help" contains adetailed user’s manual in the field of VPN system support.

Thelast key "Sign Out" is used to exit the VPN system and should be obligatorily chosen at the end of
work with the system.

" " . Welcome to the Secure Access 5L ¥PN, sgh_net'djaruga. You
On the "Home" webpage just after  lastsignedin on Thu, 13-Jan-2011 21:33:07 CET from

. - 83.24.22.34
logging in, please note the
information on the time . . .
Figure 10 — information about the last login

and IP address of your last login
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(Figure 11 —). If the information provided there is incompatible with the last login, and you are sure that
at the given time you did not use
VPN connections, then you should immediately change your password in the application available at
https://akson.sgh.waw.pl/passwd/ and notify the Users Help Team or the administrator about this
fact.

By clicking on individual links in available resources you display a webpage
or run the corresponding application that provides remote access such as the Remote Desktop service.

People who in their work with VPN will use text terminal connections must install on their computer a
support for JAVA script. The installation package is downloadable from the website:
http://java.sun.com/

Similarly, if you need to work with the remote desktop in
graphical mode you need to install the Juniper Termina Services
Client program, and unlock Internet access for this application
on your computer in FireWall application installed on the |- "™ "™ ="
machine (Figure 12 — unlocking VNC VNC terminal). With L o

standard Firewall built into Windows XP it will be unlocked [ ootiosts J[ ottt ] [Zemamcepiéns)
after the approval of an exception in the window that appears on | S ia i i Tty

mezexz po odblokowad Ky nabeiy cdbok oevad geogam?

* Alert zabezpleczef systemu Windows

8 Abs pomoc w achaonie tego komputers, Zapors syitema
Windaws rablakewaba nickbics funken lega proglsm

Cay cheesz nadsl blokowad tan progsm?

the computer screen during the first run. Figure 11 — unlocking VNC terminal

Ending

This guide provides basic information about the VPN service and ways of using it. Those wishing to
broaden their knowledge of VPN are referred to the VPN system user’s manual to be found in the
VPN system. For those who find this guide insufficient and the manufacturer's manual too
complicated are invited to take part in a training which will be held on two dates:

25 January 2011 at 9:50 in room 4A in building C,

26 January 2011 at 9:50 in room 2A in building C.
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